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Application of Security Situation Awareness Linkage
Protection in Seismic Network Security Assurance

SU Yi, AN Xiaowei, LI Zhen, LV Shuai, LIU Pengfei
(Yunnan Earthquake Agency, Kunming 650224, China)

Abstract: In recent years, the seismic information system of the Yunnan Earthquake Agency has undergone
many offensive and defensive drills and information security monitoring, and the results show that the seismic
system of Yunnan Earthquake Agency is facing severe network security challenges. Although a lot of manpower
and material resources have been invested in the traditional network security management mode, the effect is
not satisfactory, and it is difficult to meet the demand of the current network security requirements. Therefore,
dynamic monitoring, linkage protection, traceability, analysis and evidence collection of the entire network
security are the ideas for future network security construction. This paper explores and analyzes the application
of security situation awareness and linkage protection in the earthquake system of Yunnan Province, verifies it in
practice, and finally summarizes the experience in building network security protection system.
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Fig.1 The topology diagram of network security
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Fig.8 Network attack visualization
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