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Abstract: The paper provides an overview of the basic situation and application background of Guangdong
Digital Seismic Network. Through the network service building example, the paper describes in detail many
applications of network design and its configuration methods based on open source systems by some maintenance
examples, and summarizes the future more services available after basic network services building.
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Fig.1 Network topology map of GDDSN
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ARHIHERR PTLL TE),

7R B WAL ARSI 226 T BIND9 i
A, EHEFEZRAERE T HZ A
PREEFSE RV AR S5, HELSRREIZE UNIX A48
Him, BE T FRZEEHIUIN, FroBE kit
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EEHAT, JTAREMERSREEAN IP Hihh
SRIE, RIE THOWSERY, FHECSMA
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Fig.2 DNS architecture diagram

1.2 Z8E DNS BILW L2

1.2.1 BIND9 SRR FLER

BIND9 EZESC P AN T s

Jetc/namedb/mamed.conf 4= fRific & S

Jetc/mamedb/master %7~ AR 55 2Shl B H 5%

Jetc/namedb/slave F27RE X R HIENIE A AR 55 2%
FlEHEZ
1.2.2 FRAHECE

(1) B2 named.conf 4 M0 E S, X EM

ERRL BB HE ST BIND RS RIEM, BlE
SCHRRI BTN E 22 A T e & i HBELEN
WRTZS Hi S N 22422 L KAl DNS 2180 B 1 RO
IR NEE Y, A5 DNS 7E DMZ (Demilitarized
Zone) IFFEEMLEIXA, FitEhESANMAIIN
WSS, I DAFRATTZE FH 2] BINDY HY View (1
&) Thig, LERSMNNEITF-RIXIE (zone) 53BIEH
FRTERIALEIE ,, TR ENA AT

@© B TAREEHIK, AT,
acl “trusted” |

192.168.168.0/24;

12.34.56.78/30;

localhost;

@ ekl — B, NEWT:
options  {

directory  “/etc/namedb” ;
pid-file
allow—query {

“/var/run/named/pid” ;

trusted;
¥

@ ] HEEM gddsn—ext SMNAFLE], A%
TR,

view “gddsn—ext” {

match—clients {trusted;};

recursion no;
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zone “gddsn.org.en”

type master;

file “zones/ext.gddsn.org.cn.hosts”;
b

zone “56.34.12.in-addr.arpa”  {
type master;

file zones/“56.34.12.in-addr.arpa”;
B
@ VT RGN gddsn—lan N, NN

view “gddsn-lan”  {

match—clients { trusted; };

/Irecursion yes;

zone “.7 |

type hint;

file “zones/lan.gddsn.org.cn.hosts”;

B

B

11 FoAth— e [mliE j O AR 5 B AT Z2RE kS
zone “localhost”  {

type master;

file “master/localhost—forward.db”;
15
zone “127.in-addr.arpa” {

type master;

file “master/localhost-reverse.db”;
)
zone “255.in-addr.arpa”  {

type master;

file “master/empty.db”;

21, TR E M gddsn PRI SEEE

(2) HEEIMA gddsn—ext WA R AIf#ENT . 1X
R E EEE BUEES MY gddsn—ext FREIE IR
X (zone ) BLTE X file 1E & FAIMENTERIE SO, 75
A ete/namedb H T NEIEE zones HF, RIGTE
B EH F R 9 5 8 ext.gddsn.org.cnhosts 1
56.34.12.in-addr.arpa S, HEALME—FRETER
MR BERERE S, 18R YIS EE A
LE: BIND M SEFHEHOE f1E5%

® GIEE IF [A] f# H7 SCAEE zones/ext.gddsn.org.cn.
hosts, NG,

$ORIGIN gddsn.org.cn.

$TTL 3600

@IN SOA gddsn.org.cn. root.gddsn.org.cn. (

20060401 ; Serial

3600; Refresh

900; Retry

3600000; Expire

3600); Minimum

IN NS ns.gddsn.org.cn.
IN MX mail.gddsn.org.cn.

ns IN A 12.34.56.80

mail IN A 12.34.56.81

@ G AT zones/56.34.12.in—addr.arpa,
N,

$ORIGIN gddsn.org.cn.

$TTL 3600

@ IN SOA ns.gddsn.org.cn. root.gddsn.org.cn. (

20060401 ; Serial

3600; Refresh

900; Retry

3600000; Expire

3600); Minimum

IN NS ns.gddsn.org.cn.

80 IN PTR ns.gddsn.org.cn.

81 IN PTR mail.gddsn.org.cn.

@ EENM gddsn—lan A IEAENT, XTI
AN, A & EAEE— DA, AR
THNEM N ENLZF O HE H =2, bt
R KB T, R EIERTRIa], 75
FEESNWIE [ RIS S — R, 7E/ete/namedb/zones
TN IE AR BT B SO zones/lan.gddsn.org.cn.
hosts, FH-FZEENFINFK .

$ORIGIN gddsn.org.cn.

$TTL 3600

@ IN SOA gddsn.org.cn. root.gddsn.org.cn. (

20060401 ; Serial

3600; Refresh

900; Retry

3600000; Expire

3600); Minimum

IN NS ns.gddsn.org.cn.

IN MX mail.gddsn.org.cn.

ns IN A 12.34.56.70

mail IN A 12.34.56.71

gw—ext IN A 12.34.56.74;

Lan data
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gw—lan IN A 192.168.168.1
bacula IN A 192.168.168.2
balance IN A 192.168.168.3

1.3 &8t DNS Bk

BRI T AR — BB IERE BT H
ping 154K ping AN [FHY EHLAAFR, W25
BIND BRAHY 1P HIHEARIA, MRS R ATLIE HN
SN R 3542 A L IE AT LY BIND % B FE A9 1P 3
tiE,

ping gw—ext.gddsn.org.cn

PING gw —ext.gddsn.org.cn ( 12.34.56.74) . 56
data bytes

64 bytes from 12.34.56.74: icmp_seq=0 ttl=64
time=0.076 ms

64 bytes from 12.34.56.74: icmp_seq=1 ttl=64
time=0.108 ms

64 bytes from 12.34.56.74: icmp_seq=2 ttl =64
time=0.197 ms

ping gw—lan.gddsn.org.cn

PING gw-lan.gddsn.org.cn  (192.168.168.1) : 56
data bytes

64 bytes from 192.168.168.1: icmp_seq=0 ttl=64
time=0.195 ms

64 bytes from 192.168.168.1: icmp_seq=1 ttl=64
time=0.201 ms

64 bytes from 192.168.168.1: icmp_seq=2 ttl=64
time=0.188 ms

2 HBPEAR S AE RSN o AR
2.1 BREIT

Email (Electronic Mail) /& Internet S/, 10
REZENRS Z—, BRIIAE TR UG,
SERTDARE T R & N % B 8 4 B IR 2585 1,
fE— B 77 BRI, Rl 2 RE S MER
PG N R Fe e, iSRRI EAA A L8
HOBAA B Z gt , TGN T IR 18 &l i
ARHATAREL, LEARAS R R IERAE 5380,
R, WFHE gmil, 163 2% QQ FAILIMAR S, &
JEERHEA RN ATEI LSS, T 7R & W% A HB
HRSS & T postfix FIHPMEAGEIRSS .

2.2 Postfix BBEFAR S HI LI FE

YetFpostfix FF, FRIFKZHAENER, 5T
BRI UL AT RE S Y 22 S5 T R A B 1Y
2L, RN 528 UNIX B Sendmail BB AR5
FrIess, RILESEE FreeBSD K& BYHB AR
55 A BT RE
2.2.1 postfix &7

Postfix s&H IBM 7 BT B 6 BB LEAR 5525,
e IRV E T2 R AR 5 R 5,
Apple Server, AOL, NASA HpHAE K- HE M
By B CREBEIR S R, i 3 for, EE
3, ISR RITEN SRR, SR
BE F USRI S92 B0 B 21 R S5 AR

Postfix
architecture

N
lea lrewrite)

AT TS — i
¢ local a’\sendmail ) pickup )
—n— -— — T *-\\

cleanup

T — -
‘}mternet;L- smt@ E BN

—

transport

mailbox

- a

(e
mar smt s Internet
gmgr ) P q ,4\_,)

S o,

/// T

- ’UIUCP, )
relocated \\_;ﬂ’f ~TT [ SMIP etc}

N }_\
canonical | | virtual

Lookup table

Legend:

3 Postfix (& FZ2F4%]

/’r_i\ . : N\ :
( Mailprograms ) Mail queuesor files Controlled by Postfix master daemon
\‘__7_7-/

Fig.3 Postfix architecture diagram
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BE,; HEaMERENERZRE—HWNNES
HOPEAR 25 SF AP gERE , IXAR 2 THEEEAS Postfix H 48
oy RS NRSS G e R R RE
PAFIECE &S0, NEMR, SCHER R AR,
B, ga=fEEs— s, Flin smipd MBI
B IAEAR 25 2 S EHBEE, T smip EHPERFE L
H L E B HOHBFE

ME 3 (R E R AT DI R B, Postfix
B EmEN ReBTIRSEFAR, &k
SRR D A A 53 L IR R Y B —FR T E D 55,
Bilhn SMTP fi5s, (ES5REE, Hilk =S A
Kiessa%, AT TERREE, URSEFT
RRES IS IR, A B H a2k,

B PR P IS TSN, AT 5 Postfix
AR 5523 R AE P~/ forward T ST H., 18
TR L RS, REEBEL— N MEFTER
R B A B BRAFRAS MRS (F B E 1, MAK
2 b, Postfix BIENZLEEIHE B IE RSB AR
— MM EENESEENESRE, A EEM
WA RE” EERREEHRSEH, EEEN
PERERZ A RS, XM R E R, &
O TEHARIRE . M— R — 1555 2 h
HEUH S, BB mE] F—E e — A=t H
EFHMHE T —EENRE SR, RZ Postfix
(O SF PR A T8 2] IR I ] LA 67 B
A BIE” RE; B—DIRSSIERERR, b
Nz BEhEHEE), XIS Postfix BA =
FER B E R, HEERE A B AR AR
BT,

Postfix M AAR S5 2 RS .

(1) JHE%RDE, A TER, 2tk
i, AT DUE BIHE SR AR e 50 M I 45 A BT
AR RIS AT b T,

(2) Zta%eit, BRERTE, M postfix HIZEH
Bl MR BRI n LB Y, BRI R
ik Bl R 2 MERFARL, A/ NMEFHD
SERHAFERIIRE, MiiEE T RS LN
E, BT EIT S CPU BIES <o R
JFERERE | (EHEAEN, REhERE,

(3) FER MG Postfix AK 5 sendmail FEZ,
MIfIE sendmail PR SRS 2] postfix BN E
7,

(4) B FAEREE, Postfix B TEHITS
TEIRES, RPRERLTEZY 300 HFHPAH,

(5) WEIMBETIH, Postfix 4 AR ARAT

Mo A IE NZR G i 777 AT h i g
2.2.2 Postfix HPAHELE IHFE

postfix Ry EETEISRATELR, Y
postfix Z4E5ERG , PR RS E S

fust/localletc/postfix HF T, HHHY main.cf &
FERIE S, WA FERE ST AT PLLE postfix
BT, (BELEHIEBRCRE AR m L2k
A, TN FRCE T —EE, x (BB
WA TR

# FO BN FAL AR, M TR E S
TR R AR E, 1RZH M AR B I A
FIX IR,

myhostname = mail.gddsn.org.cn

mydomain = gddsn.org.cn

# W ESE P HHEE, Rairra g
BRI R AR,

mynetworks = 127.0.0.0/8, 12.34.56.78/30,
192.168.168.0/24

# B E AR S5 2 I bl b, =2
WA FETR, BEEZEEEFHRE .

(1) XHECHIRBFEET DNS [RIFIEITHR A,
TCIERRTIEAA RO 255

(2) KIS AR I,

(3) NINSEHT BAZEAIRE, HIGICEIRIHR
PSR SR BRI AR 5545 R AT,
SRR T R BB,
smtpd_delay_reject = yes
smtpd_helo_required = yes
smtpd_helo_restrictions =

permit_mynetworks

check_helo_access
hash:/usr/local/etc/postfix/helo_access

reject_non_fqdn_hostname

reject_invalid_hostname

permit
smtpd_sender_restrictions =

permit_sasl_authenticated

permit_mynetworks

reject_non_fqdn_sender

reject_unknown_sender_domain

reject_rhsbl_sender dsn.rfc—ignorant.org

permit
smtpd_recipient_restrictions =

permit_sasl_authenticated

permit_mynetworks
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reject_invalid_hostname
reject_non_fqdn_recipient
reject_unknown_recipient_domain
reject_unauth_destination
check_policy_service inet:127.0.0.1:12525
check_sender_access

hash: /usr/local/etc/postfix/sender_access
check_recipient_access

hash; /ust/local/etc/postfix/recipient_access

reject_rbl_client sbl—xbl.spamhaus.org, permit

2.3 Postfix ER{4AR 55 I

X Postfix AR 5 11 A N A2 (o P e
HOBB LR From e AT HB RO O, E SeRd & T
MR Fom RS R, #iE A RIFES H
A HAE A —HAE, BB P imds i
NFREAE R —HH, &IEHSE R ZIERE TN
RN A S BB, X LR R R T
SUHRIE, RE T, ERONERE,
SCERMR R 2 Ty AT & FEL B MR i 2
RS E BTG

(1) A telnet Ay 5 bEHBLEAR S525 10 smtp Vil

telnet localhost 25

Trying 127.0.0.1...

Connected to mail.gddsn.org.cn.

Escape character is 7] ".

220 gddsn.org.cn ESMTP Postfix

(2) KA helo iy REHM 517,
250 {5

helo localhost

250 gddsn.org.cn

(3) HIA mail from:ay S RIEH— M HFEE1E

mail from; wsk@gddsn.org.cn

250 2.1.0 Ok

(4) FA rept to: iy A HHE

rept to: sukenwoo@163.com

R IR [A]

250 2.1.5 Ok
(5) HiA data TR EIHIEFHIGEEEE
data

354 End data with <CR><LF>.<CR><LF>
(6) MAEEEENE, GHRA < FrH

hello, test

250 2.0.0 Ok: queued as 10D6C2EO8A

(7) BERIBPERTE, 1B,

quit

221 2.0.0 Bye

Connection closed by foreign host.

BT e B RV ELR A R IR TS, R
HRRAR S a5 E R IE T, MET AT HZ,
VR & BOUS AR N RAE A — R B URFAA WA 4
A — AR

3 Wt ES RS2 LE TR

I 7RG N HS 19— SRR Ok TR |
HLEDOEAFFEA, [RIE A T B IR R A o0 2657 B
FIR, EEmMEH O R SARRE, EEN
PR TN O s B iR 5585, anl&l 4 B
R

3.1 ARBERSSFEN

BL B, kS st Rk IR E
S5 HPR T (WA ) BT, PRI
s BT, MRS EIEEE ), M55 —TJ5TH
ki, BRI TR S A, MIE 4 HIN
AT NATRTLAR B, thEtb s thasEhe Tk |
RSP YR O, AP ER—
R DA, AR5 AT 55— AR ik
B, SRR PR RN RNE IS RS
OUT, HEEALSTRIREET,

32 HAFHRSFIUAE

3.2.1 EIHEES

FIFH 2 LB AL, BTt E TSR —
sl RS EAYIR RIS EE N — s, W
LR HBIEH W, @ HEFEIREE, iREE
FIE S E RS = Y T, D IR Bel A I S B Bk
MO, @ RGN nEsm, £—1
HIEREE AR, EoMUERES &%
FRDUR B S, ER—S1EREE, 15
SR AR i WA N TR O ERE
3.2.2 S5

FreeBSD #E1FE 248 H 77 T Packet Filter ) fE
(faIFR PF), HFZIRLE S ete/pf.conf, EFIL
S EEFEFIH PF B — route—to DIAE, 1Lfa
HERE A DS Bl 2 22 R s 12 B DR E (7
M EM, DUN RSSO & SO S T R4 15
Bk,
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TE/boot/loader.conf “NHENNZZ 1 #3745

net.fibs=2

TEletc/re.local “RIGHNZ R I e

setfib 1 route delete default

setfib 1 route add default 5.6.7.9

PUR 2T R E M2 ) pf.conf Fo B S H:
NZ
(1) EERMFR, & XTI S5 I
MBI NR IR

lan_net = “192.168.0.0/16”

int_if = “dc0”
ext_ifl= “bge0”
ext_if2= “bgel”

ext_gwl= “1.2.34”

ext_gw2= “5.6.7.8”

(2) BB EY A AU IR A

nat on $ext_ifl from $lan_net to any —>
($ext_if1) static—port

nat on $ext_if2 from $lan_net to any ->
($ext_if2) static—port

block in

block out

(3) WENM-FH IR RS

pass out on $int_if to $lan_net

(4) LENF b2 R 15 IR A H LR B
FOVFEE FE AN T DE A AR

pass in quick on $int_if from $lan_net to $int_if

(5) PRI TsIR) )

pass in on $int_if route—to { ($ext_if1 $ext_gwl),\
($ext_if2 $ext_gw2) } round -robin proto tcp from \

$lan_net to any flags S/SA modulate state

pass in on $int_if route—to { ($ext_ifl $ext_gwl),
\ ($ext_if2 $ext_gw2)} round-robin proto {udp,icmp}
\ from $lan_net to any flags keep state

(6) AL E RN FVTF 218 T A A (A
a5 REBIATE hitps TR BL—HEES

pass in on $int_if proto tcp from $lan_net to port
https route—to  ($ext_ifl $ext_gwl)

(7) route packets from any IPs on $ext_ifl to
$ext_gwl and the same for $ext_if2 and $ext_gw?2

(8) {EHEEBRIBAINF L vrimd kB BEH
Bdm e R REREHMN R L, [AETRMA

pass out on $ext_if1 route—to ($ext_if2 $ext_gw2)
from $ext_if2 to any rtable O

pass out on $ext_if2 route—to (Pext_ifl $ext_gwl)
from $ext_ifl to any rtable 1

(9) FEIAEEPIHELL raceroute a4 UDP £X
et

pass out on $ext_ifl inet proto udp from any to

any port 33433 >< 33626 keep state
3.3 HEHERS SRR

MR F 225 B 2R 56 FH 22 5k th 25 1
AGRAL L4 Lo DR EREhEE, WiKP
BT
3.3.1 PSRRI AL

TEREREE IEHIB0L T NG 255 RI7E 2% 1P HY
HEE 1S www.ip138.com, 152 &5 H 5051
il s FEl 6 B,

AIDVEH, RS IEERT, iR — ke
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www.ip138.com £ 1 %]

FHL_E R 2 ¥ wap.ip138.com

S RABMB-BHER BN ENZEER >FISBIEAXER  —HHESTEn

W FHAEE AR
—~FELEIF TR #E TR
BANIE S A R E P2 EMSTf]

—~HAERYREN  >FUREEARRN  —~H SRR
— FELR B kA %
S AR AR H

— MR A XS 1
TR BB A

www.ip138.com IPZEH (I8 R IPHIAE Ay H B )

BIPR:: [218.19.164.153] 3 [ J 4G M T Bl
7E TR NE P4\ S A TPk st 47 . i A T B T 230 2 TP T SR A X gk

Pk IR A4 :

=1

ip138% WL T*24/NRE R RS
A A TPECHR Bk B 3T A B A 10K B BT — Kk

5 UilR) 1P oA HLE

Fig.5 Access IP address showed as China telecom

www.ip138.com IPZ (38 TP HEHE Iy Hi A B

FREIIPR:: [112.94.160.105] 3 H = JWARE M BGE
7 T T NE 3 B A T RIP AL B #8402 v 54 B 1 25 34 1P B R A X8R

IPHih 8k 5 358 4% -

foac)

ip138% L 7*24/ N Ay SR S5
AP P AT R 10K B R —
R ) 3 P A TP A B P AR AR A

RPN SY IPE ) 4550 A IE W B 07 P dihttp://www.apnic net 253, lapnic A k.

6 15IA] 1P oA ECE

Fig.6 Access IP address showed as China unicom

& P 1P Hohk Rl RE B A —A ) i
eI, AR AT IR,
3.3.2 TEE—ZRERSRAAIT A

IR Y H B RS IE Y — S8R AT, 17
I A RE A IKIB 55— S IE W 4% TIE,
MAanT

ANAFWHE—SNA xianl , B NMNLESBEA T
] www.ip138.com, HALE 1P HiHb 4 A4 IE R 2R
ROSNRI R A S50 H e T B Y S MR £ i 45
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